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1
Decision/action requested

This contribution proposes a new key issue of TR 33.808.
2
References

3
Rationale

This contribution proposes a new key issue for the support of avoiding bidding down attack on KDF negotiation study. 
4
Detailed proposal

***********************Start of the 1st change************************
5.X 

Key issue #X: Avoid bidding down attack on KDF negotiation

5.X.1

Key issue details

In 5G, the security mode procedures for NAS and AS serve to establish, which cryptographic algorithms will be used for the security context about to be established. The network side takes the decision for both NAS and AS security mode procedures according to UE security capability and local algorithm priority list. The selected algorithm(s) will be securely delivered to the UE. The UE security capability is returned in NAS SMC message for the UE to check whether the network has received the correct UE security capabilities or it has been possibly been modified by an attacker.

Thus, both the selected algorithm(s) and UE security capability cannot be modified, which avoid bidding down attack. The similar feature should be applied to KDF negotiation.

5.X.2
Security threats 


-
Weaker KDF may be used between the UE and the network if attackers can perform bidding down attack during the KDF negotiation procedure.

5.X.3
Potential security requirements

-
5GS shall ensure that UE KDF capability is delivered to the network without being tampered with or altered.

-
5GS shall ensure the KDF selected by the network is securely delivered to the UE.
***********************End of the 1st change************************
